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TODAY’S SECURITY CHALLENGES
CYBER CRIME GETTING
MORE PROFESSIONAL

Modern enterprises rely on
their IT infrastructure as a
business enabler, with PCs and
servers acting as repositories for
information assets, key financials
and customer databases. These
vital systems are increasingly
targeted by professional cyber
criminals – who regard targeting
confidential corporate data as a
lucrative business.

Malware has traditionally been
the biggest threat to enterprise
networks, with malicious programs
causing high recovery costs
and lost productivity. However,
attackers are becoming increasingly
sophisticated. Wreaking havoc
is no longer their main purpose.
Professional cyber attackers now
mount targeted campaigns to steal
important business data, disrupt
competitor operations or sabotage
product development.

TARGETED ATTACKS
ON THE RISE
Threats to digital infrastructures
range from common malware
attacks to targeted industrial
espionage, from compromised
data to productivity loss. Each case
represents a negative impact on
business processes.

Backdoors
Viruses Exploits
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Security gaps in applications are a
common target for cyber crime, with
hackers exploiting vulnerabilities in
frequently used programs to gain
access to the devices they run on.
Surprisingly, even after the product
vendor has released a patch,
many systems remain
vulnerable because
administrators do not
deploy the patches
promptly.
Downloaders
Surveys show that
& Droppers
organizations
are aware of the
risks of attacks
on applications,
but patch
management
remains uncharted
Worms
territory
for many.
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Criminals are continuously
adapting their toolsets in order
to hack enterprise IT networks.
There has been a more than fivefold
increase in the number of new
malware types since 2008 (source:
G DATA SecurityLabs), as well as far

M
ce:

more customized malware such
as Advanced Persistent Threats,
programmed specifically to target a
particular network.

THREATS FROM INSIDE
THE COMPANY
Yet even the best IT security
is powerless against cyber
criminals who exploit the most
common vulnerability of all: the
organization’s own staff.
Hackers are increasingly using social
engineering to trick employees
into opening rogue messages,
using infected USB sticks or visiting
manipulated websites. Employees
then unwittingly download
malware that is executed on the
organization’s business systems.
It’s no longer sufficient to protect
the network against attacks from
outside the enterprise. It is equally
important to educate and train
employees about potential threats
and challenges – consistently and
regularly.

INCREASING COMPLEXITY
OF IT SECURITY
Good IT security means preparing
for the worst case scenario. With
effective structures in place for IT
administration and data backup,
enterprises can take the preventive
measures to ensure IT infrastructure
and critical business data can be
restored and running in no time. No
matter how many devices there are,
IT administrators must at all times
have that vital “helicopter view”
of everything that is happening
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„SAFEGUARDING INTELLECTUAL PROPERTY, FINANCIAL INFORMATION
AND REPUTATION IS A CRUCIAL PART OF BUSINESS STRATEGY.”
PricewaterhouseCoopers

within their network. Modern
networks require a cost-effective,
comprehensive and efficient
security strategy.
Organizations that are short on time
or don’t have the required expertise
to take care of the job properly
can benefit from outsourcing their
IT security to a trusted partner.
Which is where you come in. By
obtaining IT security as a managed
service from you, your customers
can safeguard their infrastructure
without having to worry about
the specifics of configuring and
managing the security solution.

STUDY ON CYBER SECURITY
Recent research conducted by TNS, a leading market research and
market information group, and published by GDATA, showed:
¡¡After the revelations of Edward Snowden there is an increased level
of awareness towards IT security.
¡¡The amount of damage caused by attacks has increased.
¡¡Standard mitigation strategies such as regular backups and updates
are widely in place, but it takes more to secure an organization.
¡¡Although there are rising numbers of mobile devices in enterprises
there is a lack of security guidelines for their use.
Recommendations based on the findings of the research:
¡¡IT security and data protection should be top of the list of priorities.
¡¡IT security awareness should be consistently increased in society and
politics, and in the business world.

THE CHALLENGE OF
MOBILITY
Further complicating network
security is the rise of mobile
devices. Within only a few years,
smartphones and tablets have
taken the world of enterprise
computing by storm.
Whether corporate-issued or
privately acquired, mobile devices
are increasingly used by employees
to access enterprise data. Spending
on mobile device management
licenses has increased accordingly.
Securing devices that regularly
roam across the network perimeter
requires a solid mobile security
solution. Administrators must
above all ensure that the mobility
of data does not compromise
enterprise security policies, while
allowing employees to make
full use of the benefits of mobile
computing.

MORE THAN ONE THIRD OF DEVICES USED IN COMPANIES IS MOBILE

Source: G DATA
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OUR SECURITY SOLUTIONS
As one of the most experienced
companies in IT security, we know
how to quickly adapt to new and
unknown challenges and threats.

With a range of optional modules
available, customers can vary
the functionality at any time.
We combine our award-winning
protection with an uncluttered,
easy-to-use management console
and clearly structured reporting
capabilities.

G DATA solutions offer security
that your customers can rely on.
Our solutions are tailored to your
customers’ needs and can be scaled
to any company size.

This applies to networks of all sizes
– from ten clients to ten thousand.
G DATA solutions provide effective
protection for IT assets, while
also reducing maintenance and
administration costs.

PERFECT CLIENT PROTECTION
CloseGap hybrid technology

Maximum protection through proactive signature-based detection

G DATA BankGuard

Secure online payment - without browser plugin or other add-on software

Behavior checker for files

Protects against even unknown viruses and threats

NEW! Protects against
harmful USB devices

The integrated USB KEYBOARD GUARD reliably protects clients against
harmful USB devices masquerading as keyboards

Integrated safeguard against
spam & virus-infected mail

Plug-in for Microsoft Outlook and for POP3 and IMAP accounts

Powerful firewall

Monitors all incoming and outgoing connections and protects against DoS attacks, port scans, and much more.

OPTIMIZED! Antivirus for Linux clients

Also protects Linux clients in the corporate network. Now also with support for even more distributions

CENTRAL ADMINISTRATION
Managed services

Generate greater revenue and profit through the integrated administration service

Easy administration and quick overview Control installations, virus scans and rights centrally for all clients
Simplified installation overview

Installation status reports and history

Central dashboard

User-friendly overview of all relevant information with content-based help

Remote management

Accessible from anywhere via web interface – even with mobile browsers

Device control

Customizable settings to determine who is entitled to use USB sticks, memory cards and disk devices

Application control

Customizable settings to determine who is entitled to install and launch specific programs

Content and Internet usage control

Block specific websites, or limit browsing time

ActiveDirectory connection

Easily adopt existing group structures, with automated deployment to clients

OPTIMIZED! Mobile Device Management Central management of mobile Android and iOS devices with antitheft protection, app management,
corporate contact book, call filters and much more (features dependent on system)
Software and hardware inventory

Detailed audit of the entire inventory

Expert support by phone and e-mail

Development and in-house support work as an integrated team at the G DATA Head Office in Bochum

Premium service & support

Guaranteed response times and specialists as the first point of contact – details on request

OPTIONAL MODULES
OPTIMIZED! MailSecurity

Antivirus and antispam filter for SMTP/POP3 mailboxes on any mail server, e.g. Exchange, Notes etc.
or a company-specific gateway. Includes plug-in for MS Exchange 2007 to 2013

Central client backups

Secure and manage the data on all of your customers PCs

PatchManagement

Centrally managed program updates for Microsoft and third-party software

Antivirus for Mac

Reliably protects Mac OS clients in the network against virus attack and other threats
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„BY REDUCING THE TIME AND COST SPENT ON REACTING TO MALWARE, G DATA
HELPED US TO INCREASE PRODUCTIVITY, EFFICIENCY AND RELIABILITY.”
Chris Bates, IT Project and Infrastructure Manager, Redeem UK

ANTIVIRUS
BUSINESS

CLIENT SECURITY
BUSINESS

ENDPOINT
PROTECTION BUSINESS

MANAGED
ENDPOINT SECURITY

Essential protection
for the network

Protection PLUS firewall
and antispam

Complete protection
PLUS PolicyManager

Complete protection
as managed service
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TAILOR-MADE SECURITY FEATURES
Each company has different
requirements and priorities.
That is why G DATA offers
modular solutions, letting
every organization choose the
protection their network needs.
All products include our core
security technologies. In
addition to traditional antivirus
technology, our product includes

hybrid CloseGap protection that
integrates two antivirus engines in
one performance optimized virus
scanning process.
Proactive technologies such as
Behavior Blocker and BankGuard
keep the network safe from every
threat – even unknown ones.

POLICY
MANAGER
The PolicyManager module is an
essential aid to securing the network
and enforcing corporate usage
policies cost-efficiently. The G DATA
PolicyManager secures the most
dangerous attack vectors, such as
USB sticks, websites and unknown
applications.

MOBILE DEVICE
MANAGEMENT
By completely blocking the use of
removable media, such as USB sticks,
malware contained on them has
no chance of infiltrating the PC or
network. Corporate policies such as
restricted internet usage or a strict
application policy can be enforced
as well, ensuring compliance and
productivity across the network.

Mobile devices can simultaneously
be a blessing and a curse.
Smartphones and tablets have
enabled many new workflow
models, but can pose a threat if not
secured correctly. Devices that are
used for private as well as corporate
scenarios can inadvertently leak
confidential data out of or introduce
malware into the enterprise
network.
Mobile Device Management
helps manage and secure mobile
devices with a host of options,
including mobile antivirus and
antitheft protection, blacklisting of
undesirable apps, and protection of
the company’s internal phone book.
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„G DATA’S CENTRALIZED PROTECTION OFFERS NUMEROUS CUSTOMIZATION
OPTIONS IN TERMS OF USER GROUPS, AND GREAT EASE OF USE.“
Olivier De Cock, Municipal IT Manager, Grâce-Hollogne, Belgium

PATCH
MANAGEMENT
Vulnerabilities in frequently used
software have become the attack
vector of choice for criminals. To
prevent malware from exploiting
these security issues, all endpoint
software needs to be patched
regularly. But even when a patch is
available, many administrators do
not immediately deploy it, due to
time or money constraints.
The optional PatchManagement
module automates testing and
deployment of patches, efficiently
closing any vulnerabilities in
Windows, Java, Adobe Reader,
Adobe Flash Player and other
third-party products.

MAIL
SECURITY
E-mail is one of the most frequently
used infection vectors. Attachments
such as PDF files can contain
any kind of program, helpful or
malicious, while spam messages
waste time and resources.
MailSecurity protects e-mail
messages before they even reach the
clients. Whether used as a plug-in
for Microsoft Exchange Server 2007
to 2013 or as a stand-alone gateway,
MailSecurity effectively removes
malware and spam from incoming
and outgoing e-mails.

CLIENT
BACKUP
Comprehensive malware protection
is crucial, but sometimes it takes
nothing more than a hardware
defect or a power outage to destroy
data.
The central ClientBackup module
alleviates this concern by backing
up data on all the company PCs
automatically.

OPTIONAL MODULES
The additional modules
PatchManagement, MailSecurity
and ClientBackup can be added
to all network solutions.
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BENEFITS THAT MATTER
STRESS-FREE DEPLOYMENT

INTEGRATED MANAGEMENT

Whatever the size of the network,
it takes just a few clicks to install
the G DATA solution. The installation wizard helps users get the
central server up and running
within minutes. With the central
management dashboard, components are deployed to clients with
minimum time and effort – even in
highly heterogeneous networks.

Deployment, configuration
and monitoring: the G DATA
Administrator takes care of the full
range of administrative tasks, and
is part of every G DATA package.
This comprehensive, easy-to-use
tool is the smart, quick way for
administrators to manage the
network. Its structured dashboard
provides an overview of every
aspect of network security,
enabling a fast response to
important alerts.

Whether stationary computer,
notebook or mobile client, our
solutions can be deployed easily,
without physical access to any
network device. Due to its ability
to import from Active Directory,
G DATA solutions leverage existing
network structures, allowing for
completely automated client
deployment.
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Management is made easy by
logically organized module tabs
and extensive context-sensitive
help. Configurable e-mail
reports help administrators
meet compliance requirements
without needing to access the
administration interface at all.

G DATA management solutions
can be adapted to any situation.
Access to the administration
tools is possible from anywhere.
G DATA WebAdministrator is a
secure web-based tool offering the
same range of options as G DATA
Administrator. It can be used from
any PC with a web browser, inside
or outside the enterprise network.
And away from the desk, users can
access the G DATA solution with
the G DATA MobileAdministrator
on their smartphone or tablet. Its
interface is adapted for mobile
devices, which makes it intuitive to
use - even on smaller displays.

PERFECT PROTECTION FOR BUSINESS

REDUCED TOTAL COST
OF OWNERSHIP
Our solutions are designed to
reduce total cost of ownership.
G DATA Administrator presents
all the management options in a
single, unified interface, saving time
and money. Administrators have
instant access to relevant settings,
and are never slowed down by
overcomplicated menus.
G DATA Administrator’s user-friendly
format ensures that administrators
can familiarize themselves
intuitively with all of its options. The
structured layout of the interface
makes every function – however
complex – easy to access and work
with.

INDIVIDUAL SUPPORT

MANAGED SERVICE

All of our solutions contain a
comprehensive set of security
features, optionally extendable
by modules to match the requirements of the network,
If you are not sure whether a
specific solution or module will
suit your customer’s network, our
online product adviser will help.
You can also contact us personally
at any time, and we’ll work together
to find the right solution for your
customers.

Not everyone wishes to invest in
the resources for managing an IT
security solution. In such cases,
G DATA MANAGED ENDPOINT
SECURITY is the perfect way
forward.
It provides all the benefits of
our G DATA security solutions
combined with the convenience
of professional service
management.
The IT security partner is
responsible for deployment,
configuration and management.
Through MANAGED ENDPOINT
SECURITY’s remote capabilities,
there is no need to arrange timeconsuming appointments with
engineers on site.
Your customers and their
employees can focus on their
core tasks without having to
worry about network security.
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TRUST IN GERMAN SICHERHEIT
Understanding today’s security
challenges allows us to create IT
security software that is just right
for users’ needs. By offering tailormade security features we deliver
solutions and benefits that matter
in business.
As pioneers in the field of antivirus
software, we have a thirtyyear history in researching and
developing IT security solutions
to protect our customer’s data.
Our security experts at the G DATA
SecurityLabs (located in Bochum,

Germany), are constantly gathering
information from around the world,
evaluating new cyber threats and
developing solutions to proactively
fight cyber crime.
The recent discovery of the
“Uroburos” espionage rootkit is
a prime example of our groundbreaking research, and shows how
fast we can respond to new threats.
Our research forms the basis of our
innovations and helps raise
awareness about issues surrounding
security, data privacy and IT.

Being a German company, G DATA
delivers more than security: we
provide private individuals and
enterprises with peace of mind. The
strict German privacy protection
laws guarantee security without
backdoor loopholes.
Since its foundation in 1985, G DATA
has grown into one of the world’s
leading companies in IT security,
with solutions available in more
than 90 countries around the world.

OUR SECURITY SOLUTIONS
At home: G DATA products are
easy to install and operate. They
offer excellent performance
and comprehensive protection
for computers, home servers,
notebooks, tablets and mobile
devices operating on Windows, Mac
OS and Android platforms. Personal
data and identities have the best
possible protection against attack.
Meeting the strictest security
standards, the software effectively
defends against viruses, Trojans,
worms, backdoors and other cyber
threats. Users are also protected
against exploits in the programs
they already have installed.
There are optional modules available
for making regular backups and for
parental control, as well as advanced
browser protection functions that
prevent manipulation during online
banking and shopping.
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At work: Our solutions tackle every
challenge, providing reliable, up-todate protection against malware
attacks and other risks arising from
digital networking. Enterprises
can rely on protection for their IT
infrastructure and employees, and
also for their most valuable assets:
intellectual property. Despite its
extensive protection, the software
still gives enterprises the freedom
to take full advantage of new
developments such as mobile device
technology.
All G DATA network solutions can
be tailored precisely to a particular
scenario, and our specialists will
ensure the solution is soon up and
running.
With a choice of optional modules
(MailSecurity, ClientBackup
and PatchManagement), extra
functionality can be added as
needed to adapt the software to
business workflows.

ABOUT G DATA
¡¡Established in 1985 in Germany
¡¡World’s first antivirus software
¡¡Central development and
support team in Bochum,
Germany
¡¡Over 400 employees worldwide
¡¡Solutions are available in over
90 countries
¡¡Comprehensive home user and
business IT security solutions
¡¡Technology “Made in Germany”
¡¡Winner of numerous product
comparison tests
¡¡High customer loyalty
¡¡Excellent customer service
and support
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„W E DO RESEARCH AND ANALYSIS TO MAKE INFORMATION
TECHNOLOGY SECURE. NOW AND IN THE FUTURE.“
Ralf Benzmüller,Head of G DATA SecurityLabs

AWARD-WINNING
PROTECTION

ALWAYS AVAILABLE

Over our history, our research and
product development have reaped
us many awards. G DATA products
are certified to the highest security
standards.

INTERNET SECURITY has
consistently demonstrated better
malware detection than its
competitors – seven times in a row
since 2005.

In comparison tests conducted
by Stiftung Warentest, a leading
German consumer organization and
foundation, our product G DATA

G DATA business solutions combine
award-winning protection with a
wide range of features for corporate
environments.

¡¡AV-TEST Approved Corporate
Endpoint Protection (February
2015): AV-TEST awarded G DATA
ANTIVIRUS BUSINESS 13 the
highest score for Protection and
Usability and simultaneously
acknowledged its outstanding
performance.

¡¡ Virus Bulletin VB100 (October 2014):
„The record of success continues
strongly. G DATA breezes to another
VB100 award.”

G DATA customer service is there
24/7/365 to answer questions
about our products, modules and
functions. Our service team works
in close cooperation with the
research and development team
at the head office in Bochum, so
they can offer the best support
first-hand.
Users can rely on us to respond
to every emerging technological
challenge, maintain high malware
detection rates and provide
exceptional levels of support.
Our multi-award-winning security
solutions products are easy
to install and use, and neither
consume system resources
and nor compromise hardware
performance.
With G DATA your customers are
choosing GERMAN SICHERHEIT.

OUR TECHNOLOGY PARTNERS

Application Development
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