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”FREQUENTLY - VISITED ONLINE OFFERINGS FOR NEWS SERVICES, POLITICS,
LIFESTYLE AND SPECIALIST MAGAZINES … ARE INCREASINGLY BEING MISUSED
FOR DRIVE-BY ATTACKS.” German Federal Office for Information Security (BSI), 2013

THE DIGITAL CHALLENGES
Your life is increasingly online.
Cyber criminals know this, and
they are becoming more and
more sophisticated. Private data
for online banking and shopping
sites are a lucrative source of
income for them and their
methods for stealing this data are
more diverse ever before.
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SURFING THE INTERNET IS
THE BIGGEST RISK
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Instances of data changing and computer sabotage recorded in Germany by the police

Websites are the main gateway
for malware, with drive-by attacks
being one of the most common
methods of attack. This involves
hackers manipulating parts of the
site so that malware is distributed
to everyone who visits the site.
The procedure is relatively simple
and can be difficult for you to
notice. Just visiting a normal
website is enough for a piece of
malware to be downloaded onto
your PC undetected. Previously,
dubious websites in the domains

ATTACKS VIA SECURITY
HOLES

Software providers regularly offer
patches to close these security
holes, but out-of-date software
and undiscovered abuses are still a
major problem for the security of
your PC.
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4.9 %

Travel

EXTORTION INVOLVING
PRIVATE DATA

MOBILE DEVICES AS A NEW
ENTRY POINT

Not only are the methods of
distribution much more varied
than before, the viruses and Trojans
are becoming more diverse as
well. Keyloggers and banking
Trojans that steal log in details and
Transaction Authorization Numbers
are continuing to play a dominant
role.

Personal data can easily be lost
when you’re out and about, as well
as at home.

There has also been a strong
increase in the use of ransomware –
extortion malware that targets your
private data. This generally involves
encrypting an infected computer’s
hard drive so that you can’t access
your own data. A message is then
displayed demanding that you pay
a "ransom" to release your data.
The only thing you can do if this
happens is to completely reinstall
the operating system, which means
your personal data such as pictures,
music and important documents
are lost forever.
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Source: Federal Criminal Police Office, 2014

of flaws in operating systems, wellknown programs and browser
plug-ins. These mainly include
Java, Flash and PDF readers, but, in
theory, even an Office suite can be
used as a gateway.

Sometimes these drive-by attacks
are carried out by ‘exploits’, a
software tool that takes advantage

Health
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of sex and gambling were largely
used, however, frequently visited
sites such as news services are
increasingly being misused for
drive-by attacks.

TOP 10 CATEGORIES OF EVIL WEBSITES
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We store sensitive data on
smartphones and tablets just as
often as we do on hard drives
at home. If your device is lost
or stolen, this can have serious
consequences for the owner. It
can mean any of your passwords
for shopping and banking apps
can be accessed by unauthorized
third parties, along with your
personal photos, contacts, private
messages and emails. This kind of
data can also be targeted by viruses
and Trojans hidden in seemingly
harmless apps.
That’s why it’s so important for
smartphones and tablets to be
effectively protected against
computer malware and online
fraud. You should also make sure
that you can delete private data
remotely if you do lose your phone
or tablet.

MORE MOBILE MALWARE
¡¡Over 877 million smartphones
and tablets with Android were
sold worldwide over the past
year. Analysts estimate that by
2015 there will be over a billion
newly purchased Android devices
per year, with a market share of
50 %. (Source: Gartner, 2014)
¡¡Malware for Android:
The number of new mobile
malware samples increased
further in the first half of 2014 –
there were 751,141 new malware
files compared to 672,940 in the
previous half year.
¡¡Rates of increase in 2014:
Compared to the second half of
2013, the number of malware
programs has increased by 12 %
overall.
(Source: G DATA SecurityLabs, 2014)

Source: G DATA SecurityLabs, 2014
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THE BENEFIT TO YOU:
TECHNOLOGY MADE IN GERMANY
HIGHEST LEVELS OF
RECOGNITION

The ever-changing world of
IT demands the best security
technology to keep up with the
constant challenges we face.

Using our security solutions
allows you to benefit from the
best detection rates and latest
technology for effectively
combating threats. Our behaviorbased detection protects you and
your personal data against Trojans,
malware and even unknown
viruses.

THE FIRST ANTIVIRUS
SOFTWARE IN THE WORLD
G DATA was founded in Germany
in 1985. We have been carrying out
pioneering work in the field of IT
security for almost 30 years. In the
G DATA SecurityLabs, our experts
are constantly analyzing the latest
computer malware for all popular
operating systems, so they can
respond quickly to new attacks.

At G DATA, the research, develop
ment and support teams work
closely together in the company
headquarters in Bochum.
This means you benefit from fast
reaction times in the event of new
threats and, thanks to the proven
quality of German engineering, you
can be sure that your private data
does not fall into the wrong hands.

Our security software "Made in
Germany" offers you the additional
advantage of containing no back
doors for governmental or other
institutions – guaranteed.

DETECTION RATES FOR KNOWN MALWARE
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LATEST TECHNOLOGY
COMBINED WITH PROVEN
SOLUTIONS
Besides up-to-date features such
as effective browser protection,
comprehensive parental control
and protection for your email, we
have also perfected traditional
signature-based detection of
viruses and Trojans. Locally stored
signatures offer significantly better
scan performance compared
to Cloud-based products. This
means that your data gets the best
protection, even when you aren’t
connected to the internet.

NUMEROUS TEST VICTORIES
Our award-winning quality has been
commended by organizations
such as the renowned German
test institute Stiftung Warentest
and our product G DATA INTERNET
SECURITY has been recognized for
having the best virus detection
rates in the field seven times in a
row.
The globally recognized,
independent institute AV-TEST has
repeatedly confirmed the leading
position held by G DATA security
technologies in regular comparison
tests.

100 %

G

”90 % OF CUSTOMERS WOULD BUY A G DATA SOLUTION AGAIN.” Source: BRCG, 2013

PROTECTION AGAINST
SECURITY HOLES
Every program on your PC contains
security holes that may not even be
known to the provider or haven’t
been patched yet. Exploiting
these vulnerabilities is known as
a ‘zero-day attack’. On average it
takes ten months for such attacks
to be identified by the software
manufacturer.
All G DATA security solutions offer
integrated exploit protection to
counter attacks of this type. This
constantly monitors your active
processes for suspicious behavior
and blocks attacks before they can
damage your system.

MOBILE SECURITY

TAILORED TO YOUR NEEDS

Smartphones and tablets are
everyday objects nowadays, as
much as PCs and notebooks.
So that your mobile devices are
also protected against computer
malware and other threats, we
have developed our own INTERNET
SECURITY FOR ANDROID. Thanks to
comprehensive security functions
in the event of theft or loss, an
award-winning malware scanner
and reliable parental controls, you
can focus on the important things
in life without worrying, even when
you’re out and about.

G DATA security solutions are
available in various versions, so
you can decide which particular
functions you need.
Whichever solution you choose,
you can relax when you are
shopping and banking online and
enjoy the best protection for your
email and online identity, in social
networks for example.
With our easy installation and clear
user interface, you can always see
what’s going on and immediately
find any function when you need it.

SECURE ONLINE SHOPPING
AND BANKING
Your data is often secured online
via encryption. However, a security
hole in your PC can make it easy
for criminals to manipulate files in
the RAM and gain access to your
sensitive information. G DATA
BankGuard permanently monitors
the RAM and effectively prevents
your data from being spied on.

Source: AV-TEST institute for CB, 04/2014
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WE HAVE THE SOLUTIONS
How much security do you need?
You decide. G DATA IT solutions
offer flexible data and identity
protection.
Besides the usual protection against
viruses, Trojans, spyware, phishing
and other malware, our solutions

by keyloggers and other computer
malware during your online
banking transactions.

offer additional security. For
example, backups of your personal
data, or the option of using
parental control to restrict your
children's internet usage.

Whenever your personal data needs
security, we have the right software.

You can also choose special browser
protection to prevent manipulation

Always protected – even away from
home: G DATA INTERNET SECURITY
FOR ANDROID ensures that your
Android smartphone or tablet is
secured against malicious apps
and Android viruses of any kind.
It also includes comprehensive
parental control.

G DATA ANTIVIRUS FOR MAC
provides protection against viruses
and phishing attempts specifically
for your Mac with OS X®.
Thanks to universal detection,
Windows clients in the same
network are also protected.

G DATA
TOTAL SECURITY

G DATA
INTERNET SECURITY

G DATA
ANTIVIRUS

G DATA
INTERNET SECURITY FOR ANDROID

G DATA
ANTIVIRUS FOR MAC OS X

Comprehensive security for
your PC

Best protection against viruses
and hackers

Basic protection against
viruses and the like

Safety on the go with your Android
smartphone or tablet

Instant protection for your Mac

Best protection against viruses
and other online risks

n

n

n

Protection against phishing and websites
with malware

Award-winning protection when
banking, shopping and sending email

Behavior monitoring of files

n

n

n

Protection against dangerous apps

Highest detection rates even for currents
threats

Instant protection for your email

n

n

n

Protection against Android viruses with
resource-saving Advanced Scan

Network protection stops your Mac
becoming a gateway for Windows viruses

Protection against security
vulnerabilities in your software

n

n

n

SMS and call filter for blocking annoying
callers or advertising SMS

Phishing protection against spyware
attacks

Secure online banking and shopping

n

n

n

Locate your device if it gets lost or stolen
and delete your private data

Protection against spying on banking
data and credit card information

First-hand award-winning service

n

n

n

Lock if SIM card is changed

Protects your personal data, in social
networks for example

AntiSpam to stop advertisement
and phishing emails

n

n

Password protection for apps

Individual scans for removable data,
media, processes or folders

Protection against hacking via a secure
firewall

n

n

Store protected contacts and give them a
password

Scheduled virus scans when your Mac is
not needed

Protection for your children with
age-appropriate surfing

n

n

Protection for your children with ageappropriate surfing

Regular virus signature updates

Secure backups in the Cloud

n

Prevent purchases in the Play Store to
avoid buying expensive apps

No impact on system performance

Access control for USB sticks,
hard disks etc.

n

Decide how long your children are
allowed to use the device for

Clear user interface for complete control

Protect your data via strong encryption

n

A clear interface lets you find every
function even faster

Free telephone service and support
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You can find full product features and more details on our solutions at www.gdata-software.com
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SECURITY FOR EVERY NEED
G DATA TOTAL SECURITY
Comprehensive security for your PC
The all-round package for your security. Surf without worries with the
best protection for online banking, shopping and emailing. Protects
against online fraud and data theft, so you can stay safe when using social
networks.
Enjoy simple installation and operation while your PC performance remains
the same. Prevent access to your computer by third parties and specify who
is allowed to use USB sticks, hard drives or burners, for example.
At the same time you can improve the performance of your PC, safeguard
your children from inappropriate websites, and delete sensitive files with
one click. Security doesn't get any better.

G DATA INTERNET SECURITY
Best protection against viruses and hackers
Award-winning protection against every type of malware and other online
risks. Benefit from the best detection rates for viruses and Trojans, and
enjoy comprehensive security when surfing, shopping and banking online.
Protect your PC reliably against hacker attacks with a powerful firewall,
without negatively affecting performance when surfing, gaming or
working.

G DATA ANTIVIRUS
Basic protection against viruses and other computer malware
The minimum that security should be. Reliably protect your PC against
viruses, Trojans and other computer malware – and your personal data
during online banking transactions and shopping.
So you no longer have to worry about the most common threats.
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G DATA INTERNET SECURITY FOR ANDROID
Safety on the go with your Android smartphone or tablet
Pick up on suspicious behavior of installed apps, and use our reliable
malware scanner to check your device memory or downloads for Trojans,
viruses or spyware.
Use the comprehensive parental control to protect your children from
inappropriate websites and unsuitable apps, and locate your device in the
event of loss or theft – with no negative impact on battery life or device
performance.

G DATA ANTIVIRUS FOR MAC
Instant protection for your Mac
Protect your Mac with OS X® against computer malware and phishing
attempts and benefit from proactive protection against Mac viruses and
other risks.
Thanks to universal recognition, you can benefit from additional protection
for Windows PCs connected to the network with your Mac. The integrated
phishing protection reliably blocks websites that are trying to spy on your
data.
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”WE CARRY OUT RESEARCH AND ANALYSIS TO MAKE INFORMATION
TECHNOLOGY SECURE. NOW AND IN THE FUTURE.” Ralf Benzmüller, head of G DATA SecurityLabs

TRUST IN GERMAN SICHERHEIT
Understanding today’s security
challenges allows us to create IT
security software for your needs.
By offering tailor-made security
features we deliver solutions and
benefits that matter to you.
As pioneers in the field of antivirus
software, we have been dealing
with digital threats for almost 30
years. Our security experts, the
G DATA SecurityLabs (located in
Bochum, Germany), are constantly
gathering information, evaluating

new cyber threats and developing
solutions to proactively fight
against cybercrime.
The recent unveiling of the
Uroburos espionage rootkit is a
prime example of our groundbreaking research and how
quickly we can respond to new
threats. Our research forms the
basis of our innovations and helps
raise awareness about issues
surrounding security, privacy and IT.

Being a German company, we are
able to deliver more than security:
we provide consumers and enter
prises with peace of mind. The strict
German privacy protection laws
guarantee us no interference from
intelligence agencies of any kind.
Since its foundation in 1985, G DATA
has grown into one of the world’s
leading companies in the IT security
sector, active in more than 90 coun
tries with more than 400 employees.

ALWAYS THERE FOR YOU

OUR SECURITY SOLUTIONS
We offer comprehensive security software solutions for home and
business customers.
At home: G DATA products are easy
to install and operate, our solutions
offer excellent performance and
comprehensive protection for
computers, laptops, tablets and
mobile devices operating on
Windows, Mac OS and Android
platforms. We protect your data and
identity from any attack on these
devices or on your home server.
The software’s reliable, protective
mechanisms will defend you
against viruses, Trojans, worms,
backdoors and other cyber threats
such as exploits. There are optional
modules for backups and for parental
control, as well as advanced browser
protection functions that prevent
manipulation during online banking
and shopping.

G DATA CAMPUS, Bochum

In your business: Our solutions
tackle every challenge, providing
reliable, up-to-date protection
against malware attacks and other
risks arising from digital networking.
Your most valuable assets - your
employees and your intellectual
property - are kept safe, allowing
your business to take full advantage
of new developments such as
mobile device technology.
Our range of technologically
advanced products can be tailored
precisely to your needs. G DATA
provides user-friendly client
management to ensure a quick and
easy start. Optional modules such
as those for patchmanagement,
backup and mailsecurity complete
the customization.

KEY FACTS
¡¡Established in 1985
¡¡World’s first antivirus software
¡¡Global HQ, development and
support team in Germany
¡¡In 90+ countries with 400+ staff
¡¡Comprehensive home user and
business IT security solutions
¡¡Technology “Made in Germany”
¡¡Unmatched record of success in
product comparison tests
¡¡High customer loyalty rate
¡¡Excellent customer service and
support

G DATA customer service is here
for you 24/7/365. Our service team
works in close cooperation with
the research and development
team at the company headquarters
in Bochum, so they can offer you
the best first-hand support for any
questions about our products. You

can reach us by phone
(844) 257 - 6050, by email at
support-us@gdata-software.com
or by using the online form at
https://www.gdata-software.com/
support.

PEOPLE BUY SECURITY FROM A DEALER THEY TRUST –
ONLINE OR LOCALLY.
That’s why you can buy G DATA
security solutions wherever you can
buy good software.
Regardless of whether you’re
buying your solution at
https://www.gdata-software.com/
online-shop, another online store

or from a specialist dealer, you’ll
get the best service, all updates,
and complete protection for your
computers and mobile devices.
That’s GERMAN SICHERHEIT.

STAY IN TOUCH
Subscribe to our newsletter on IT security: www.germansicherheit.com
+Gdatasoftware

g-data-software-ag

@g_data_software
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VISIT GDATA-SOFTWARE.COM
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